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Using biometrics for airport security
By Oliver Tattan, Daon, 25 February 2003

OVER the past year the dynamics of airport security have changed
dramatically.

From post-September 11 imperatives to international legislation calling for
improved employee and passenger screening, the call has been clear airport
personnel must step up and take proactive measures to enhance security.

But where to start? From a government point of view, legislation like the
Aviation and Transportation Security Act makes it clear it is the federal
government’s responsibility to improve airport security. But what actual
steps should the airports take?

London City airport: setting the stage for biometric security

The use of biometrics as a means of ensuring airport security is fairly new.
To date, only a few forward-thinking airports have implemented a biometric
security solution.

In the past the majority of biometric deployments focused on point
solutions such as fingerprint, iris and facial scanning technologies.

Unfortunately, point solutions only authenticate a user locally, under a very
specific set of enrolment guidelines, and do not provide the scalable
technology platform needed to handle the millions of "users" at airports
around the world.

To its credit, London City airport reviewed these security initiatives when
considering how to implement biometrics. The challenge for London City
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was to leverage the security benefits that biometric point solutions can
bring while meeting specific security concerns unique to the transportation
industry.

Similarly, London City felt it vital to integrate the infrastructure that would
support the proposed biometric solutions with existing technology at the
airport a wise approach for any enterprise trying to bolster security while
aggressively managing costs.

In the end the desire was to secure physical access to the airport while
ensuring an audit trail was established, security systems would be linked to
one another, and biometric authentication would serve as the "engine" that
would drive the initiative.

First steps

Often the first decision the scope of a biometric implementation is the most
crucial. The recent news from the Transportation Security Administration
concerning the Transportation Workers Identity Card project helped compel
London City to start with secured physical access to sensitive areas of the
airport for its 1,600 employees.

Many biometric implementations have fallen victim to grand ideas that the
technology simply is not ready to support.

The lesson to other airports is clear: start with the basics, see how the first
implementation integrates with "traditional” security measures, and take
broader steps only after the initial tactics gain acceptance.

"We’'re starting with something very simple,” says London City managing
director Richard Gooding.

"But our vision is to take this further, speeding airport customers through
the airport and passport check-in."

Phase two

After outlining the initial scope, London City moved ahead with fingerprint
scanners integrated into existing security systems, and "smart cards" for
physical access, authenticated by a proprietary identity management
platform. To drive security through biometrics, the underlying infrastructure
must be able to support thousands of identities and accept changes to rules
and policies as the implementation grows.

Additionally, the infrastructure must be integrated with existing legacy
systems to ensure relevant information about an employee is updated and
recognised by administrators.

Having set the stage for an effective implementation by understanding the
infrastructure issue, London City has practically guaranteed a solution that
will deliver tangible results instead of round after round of technical
revisions.

Keeping on top of the infrastructure issue also allows a biometric
implementation to grow organically as greater security functionality is
required. Having created the foundation to support an extended biometric
security initiative, discussions are already under way to implement a
biometric log-on for all PC applications throughout the airport and establish
a "trusted traveller" check-in system that uses biometric authentication for
security clearance. Finally, in light of the UK Ministry of Transport’s Airport
Guard Register programme, London City can also facilitate a biometric log-
in for security personnel at x-ray machines across multiple security access
points, creating an audit trail to monitor the baggage-screening process.
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Phase three: education

London City is just getting started on the rollout of its biometric physical
access solution. As the implementation begins, London City will begin
educating its employees on the benefits of the new security initiative.

Employees will learn that biometric security is not an intrusive solution that
limits privacy. The value in biometrics is that an individual's biometric
identifier cannot be stolen or shared the smart card is what you have, the
PIN is what you know and the biometric is who you are. The lesson here is
simple: no matter how secure biometrics can make London City, it is vital to
educate the employees on the basics of the programme, ensuring all
employees have the opportunity to voice their concerns about the initiative
and that their Big Brother concerns have been put to rest.

Conclusions

The London City example shows how an organisation should approach
biometric security. First, scope out the project, understanding where the
limitations of your organisation lie and what you can realistically accomplish
in a first effort with biometrics.

Secondly, embrace the infrastructure approach and look at your first
biometric initiative as the foundation for future efforts. Creating a biometric
infrastructure that works in tandem with other security platforms will help
IT strategists realise the potential of biometrics as implementations expand
beyond the first case.

Finally, educate your key audiences. Biometric applications are not the
agents of a Big Brother police state. Rather, biometrics should be seen as
an enabling technology that drives security and allows employees to feel
safe in their jobs.

Oliver Tattan is chief executive of Daon, which is exhibiting at Infosecurity
Europe at London’s Olympia from April 29 to May 1.
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